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Abstract. Runtime Verification is the process of deciding whether a run of a
program satisfies a given property. This work considers the more challenging
problem of explaining why a run does or does not satisfy the property. We look at
this problem in the context of CFTL, a low-level temporal logic. Our main contribution is a method for reconstructing representative execution paths, separating
them into good and bad paths, and producing partial parse trees explaining their
differences. This requires us to extend CFTL and our second contribution is a
partial semantics used to identify the first violating observation in a trace. This
is extended with a notion of severity of violation, allowing us to handle real-time
properties sensitive to small timing variations. These techniques are implemented
as an extension to the publicly available V Y PR2 tool. Our work is motivated by
results obtained applying V Y PR2 to a web service on the CMS Experiment at
CERN and initial tests produce useful explanations for realistic use cases.
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Introduction

The Runtime Verification (RV) problem [5] is typically phrased as given a run of a
system (e.g. a trace) τ and a property ϕ, does τ satisfy ϕ? Over the last 20 years many
techniques and tools [6, 15, 16, 18, 20, 24] have been introduced to answer this question
and most of these will answer yes, no, or some form of maybe but few attempt to explain
why they return the given result. This work considers this challenge within the context of
online monitoring of Control-Flow Temporal Logic [10, 11] (CFTL) properties but we
argue that the approach generalises to the broader RV problem. As such, the technical
details of the approach will use CFTL but we will comment on the general application
of the idea throughout the paper. An advantage of using CFTL as a vehicle for this idea
is that its semantics are already closely aligned with the control-flow of the monitored
program, which will be useful when using this to explain violations.
CFTL is a low-level temporal logic with real-time constraints. Specifications in
CFTL are written directly over program constructs (e.g. variable assignments and function calls) occuring within the scope of a single function. For example,
∀t ∈ calls(save) : duration(t) ∈ [0, 10] ∧ dest(t)(result) = 1
specifies that every local call to save should take no more than 10 seconds and the value
of result afterwards should be 1. If a set of traces violate this property then it could
either be due to the save call taking too long or the result being incorrect, we would like

2

J H Dawes and G Reger

to know which. Furthermore, if it were the former we would like to be able to quantify
by how much we violate this time constraint. Lastly, but most importantly, there may be
many calls to save in our function; we would like to know which one(s) are the source
of the violations and which parts of the code contribute to the bad behaviour.
The general idea behind our approach is to take sets of violating and successful
paths and abstract these to identify the parts of the function that influence the verdict.
This requires two main steps. Firstly, we reconstruct paths through the monitored function from an observation trace. A key property of the monitoring approach for CFTL
is that it admits an automatic and (in some sense) minimal instrumentation strategy. To
reconstruct paths we modify this strategy to record sufficient information for full reconstruction. Secondly, once paths have been reconstructed, we generate explanations as
generalised path objects (represented as context-free grammars) through a (symbolic)
control flow graph of the monitored function. These explanations are further enhanced
by a measure of the severity of time constraint violations. This work (and our previous work developing CFTL) is motivated by our experience working with engineers to
apply runtime verification at the CMS Experiment at CERN.
We begin by introducing CFTL (Sec. 2) and an extension to partial traces (Sec. 3).
We then describe a method for reconstructing paths (through the monitored function)
from observation traces (Sec. 4), followed by our approach for producing explanations
from sets of paths (Sec. 5). We then describe the implementation and an experiment
demonstrating its use (Sec. 6). We conclude with related work and final remarks.

2

Control-Flow Temporal Logic (CFTL)

In this section we introduce the main concepts behind CFTL but refer the reader to
previous work [9–11] for further details and formal definitions. CFTL is a linear-time
temporal logic whose formulas reason over two central types of objects: states, instantaneous checkpoints in a program’s runtime; and transitions, the computation that must
happen to move between states.
2.1

CFTL formulas

CFTL specifications take prenex form e.g. a list of quantifiers followed by a boolean
combination of atoms, which are expressions (possibly containing temporal operators)
over states and transitions. Given a CFTL formula ϕ, we use Varsϕ to refer to the set of
quantified variables in ϕ, A(ϕ) to refer to the set of atoms in ϕ and, for α ∈ A(ϕ), we
use var(α) for the variable on which α is based. At the top-level, atoms are assertions
over the value of variables in a state or duration of a transition. States and transitions
within atoms either come from the outer quantification or from temporal operators that
find the next state or transition satisfying a given constraint.
As another example of a CFTL formula consider
∀q ∈ changes(var) : q(var) = True =⇒ duration(next(q, calls(func))) ∈ [0, 1].
which captures the property “for every change to var, if the new value is True, then
the next call to the function func should take no more than 1 second”.
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What CFTL formulas mean

The semantics of CFTL formulas are defined over dynamic runs, which are sequences of
observations with each observation relating directly to a point in the monitored function
taken from the function’s symbolic control-flow graph. It is important to note that a
CFTL formula is defined in terms of elements in the control-flow graph and this is
needed to understand the meaning of the formula. This close relation to the control-flow
graph is what makes instrumentation points easy to define and helps later in explanation.
Symbolic Control-Flow Graphs. Given a program P (we assume a basic language
with assignments, conditionals, and loops, see [10]3 ), its Symbolic Control-Flow Graph
SCFG(P ) captures 1) the change in state generated by variable assignments and function calls in programs and 2) reachability in control-flow.
We associate with each node in the abstract syntax tree of P a unique program point
and let Sym be a set of symbols representing variables and functions in P . Then, a symbolic state σ is a pair hp, mi where p is a program point and m is a map (partial function
with finite domain) from symbols to the set of statuses {changed, unchanged, called,
undefined}. We abuse notation and denote by σ(x) the value to which m maps x.
SCFGs are then directed graphs with symbolic states as vertices.
Definition 1. A symbolic control-flow graph (SCFG) is a directed graph hV, E, vs i
with a finite set of symbolic states V , a finite set of edges E ⊆ V × V , and an initial
symbolic state vs ∈ V .
A symbolic state σ is final if it has no successors e.g. there is no edge hσ, σ 0 i in
E. A path π through SCFG(P ) = hV, E, vs i is a finite sequence of symbolic states
σ1 , . . . , σk such that for every pair of adjacent symbolic states σi , σi+1 there is an edge
hσi , σi+1 i in E. A path is complete if σ1 = vs and σk is final. Our previous work [10]
gave a construction to generate SCFG(P ) for a given program P .
Dynamic Runs. A dynamic run is an abstraction of a run of a program P and is associated with a path through SCFG(P ). Let Val be the finite set of possible values to which
the elements of Sym can be mapped at runtime. Then a concrete state is a triple ht, σ, τ i
for timestamp t ∈ R≥ , symbolic state σ and a map τ : Sym + Val from program
symbols to values. A dynamic run D is a finite sequence of such concrete states.
Definition 2. A dynamic run over SCFG(P ) = hV, E, vs i is a finite sequence D =
ht1 , σ1 , τ1 i,. . ., htn , σn , τn i such that timestamps ti are strictly increasing, σ1 = vs , σn
is final, and there is a path in SCFG(P ) between every pair of symbolic states σi and
σi+1 i.e. σ1 , . . . , σn can be extended to a complete path.
A transition is a pair of concrete states. A transition hht, σ, τ i, ht0 , σ 0 , τ 0 ii is atomic if
hσ, σ 0 i is an edge in SCFG(P ). A dynamic run D is most-general if every transition is
atomic. Later we will restrict the condition on σn to get partial dynamic runs, therefore we sometimes refer to these as total. Given some concrete state q = ht, σ, τ i,
the symbolic support support(q) of q is symbolic state σ. Similarly for a transition
tr = hht, σ, τ i, ht0 , σ 0 , τ 0 ii, the symbolic support support(tr) is the edge hσ, σ 0 i.
3

Practically, in our implementation we target a subset of Python.
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Evaluation of CFTL formulas. The semantics of a CFTL formula ϕ with respect to a
dynamic run D is defined by iterating over the quantifiers of ϕ (by the well-formedness
criteria [10] there must be at least one) to generate sets of points of interest, and then
evaluating the inner part of the formula at each of these points. This evaluation relies on
an eval function that gives the next state or transition satisfying a state or transition constraint. More formally, given a dynamic run D, a point of interest θ, and an expression
Exp, eval(D, θ, Exp) gives the unique concrete state or transition to which Exp refers
based on D and θ. In the total semantics (for total dynamic runs) this is guaranteed to
exist. A full definition is omitted here but can be found in previous work [10].
2.3

Instrumentation and Observations

Given SCFG(P ) = hV, E, vs i, instrumentation is the process of choosing a subset
Inst ⊂ V of instrumentation points such that ϕ can be evaluated given concrete states
and transitions whose symbolic supports are the elements of Inst. One could of course
take Inst = V , but the intention of instrumentation is to throw away concrete states
from a most-general dynamic run which are not needed to monitor ϕ, thus reducing
work for a monitoring algorithm.
To compute Inst, we first inspect the quantification sequence of ϕ to determine
which symbolic states could generate points of interest. We call such symbolic states
candidate points of interest. For example, a formula with quantification sequence ∀q ∈
calls(f ) would lead us to identify all pairs of symbolic states that may correspond to
calls to the function f in a dynamic run. Once these points of interest are obtained, we
then inspect the quantifier-free part of ϕ to determine the actual instrumentation points.
We then use Inst to filter D to give a second dynamic run D0 whose concrete states
are only those with symbolic supports in Inst. This filtered dynamic run has the property
that D, [] |= ϕ if and only if D0 , [] |= ϕ (see [10]). Given a computed set Inst and a
(not necessarily most-general) dynamic run D, we call a concrete state or transition an
observation if its symbolic support is in Inst. We call any concrete state/transition that
is not an observation redundant with respect to ϕ.
2.4

What Matters for Explanation?

If we wanted to replace CFTL with another specification language we would need to
ensure that there is a direct correspondence between the assertions/predicates in that
language and points in the SCFG. Properly defined, this should be compatible with the
above notion of redundancy. To take advantage of the concept of verdict severity the
language should contain real-time constraints.

3

Identifying Failing Observations

Later we will explain violations using paths through the associated SCFG to the observation causing the failure. To do this we assume that the property is a safety property
(CFTL only captures safety properties), e.g. all violations are witnessed by finite prefixes, and the semantics for incomplete runs is impartial [17] e.g. the verdict cannot
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change from true to false or vice versa with more information. In the following we outline a partial semantics for CFTL that holds the impartiality property. We also give a
quantitative extension of this semantics called verdict severity, which will be helpful
later when determining the extent to which a violation has occurred.
3.1

Partial Semantics for CFTL

Our aim is to identify the observation in a most-general dynamic run D after which
a CFTL formula ϕ can no longer be satisfied. We call such an observation a falsifying
observation. If D violates ϕ there is exactly one such observation. Unfortunately, CFTL
semantics is defined over total dynamic runs corresponding to complete paths through
SCFGs, hence we have no way to talk about such an observation. We now describe a
partial semantics over dynamic runs that do not finish at final symbolic states in SCFGs.
We define a partial dynamic run as a dynamic run where the last symbolic state is
not final in the SCFG. This ensures that the semantics is well defined: the total semantics
(with truth domain {true, false}) should be used for total dynamic runs.
The first change required is to update the evaluation function (which returns the
unique concrete state or transition corresponding to an expression) so that it is partial
and returns null when the expression cannot be evaluated. For example, for the property
∀q ∈ changes(var) : q(var) = True =⇒ duration(next(q, calls(func))) ∈ [0, 1].
when evaluating next(q, calls(func)) we would get null if there is no next transition
satisfying the condition. Note that this extended evaluation function coincides with the
original function for total dynamic runs.
Once the evaluation function has been updated it is then necessary to update the way
that points of interest are defined so that they can also be partial. For example, if the
quantification were ∀q ∈ changes(var) : ∀t ∈ future(q, calls(f )) we would include a
partial quantification for all satisfying states q even if no satisfying transitions t exist.
Finally, we get a partial semantics with a truth domain {false, notSure, trueSoFar}.
Expressions are evaluated as false if their value is known and they are false, otherwise (if
their value is known and it is true) we get trueSoFar. If the expression cannot be fully
evaluated then the result is notSure. For the above example, if next(q, calls(func))
evaluates to null then the atom duration(next(q, calls(func))) ∈ [0, 1] would evaluate
to notSure. The truth domain has the ordering false < notSure < trueSoFar with
¬false ≡ trueSoFar, and ¬notSure ≡ notSure. We take u to be the greatest lower
bound with respect to this order, and t to be the least upper bound. This can be used to
interpret the boolean operators in the language as expected e.g. using t for ∨.
As soon as a dynamic run is extended to be total, its satisfaction of some CFTL
formula ϕ is subject to the normal semantics with the truth domain {true, false}. To
ensure well-definedness on which semantics to use, we consider dynamic runs before
filtering by instrumentation (this could remove the last concrete state corresponding to
a final symbolic state in the SCFG).
The resulting partial semantics holds the verdict impartiality property [17]: true
can never be declared for a dynamic run identifying with a path that is not complete
because extensions to a complete path can introduce new points of interest that cause
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violations. In addition, the partial semantics will be able to give a false verdict since
CFTL formulas are universally quantified, hence a single falsifying observation means
false for every possible extension of the dynamic run (they are safety properties).
With a partial semantics defined for partial dynamic runs, we can now isolate the
observation in a total dynamic run that prevented satisfaction of a property ϕ. We do
this by taking a total dynamic run and extracting a partial dynamic run whose final state
causes the partial semantics to switch to the false verdict.
Given a total dynamic run D let Dp (q) be the partial dynamic run that is the prefix
of D ending with concrete state q. For a CFTL formula ϕ such that D, [] 6|= ϕ, the
falsifying observation is q ∈ D such that:
1. [Dp (q), [] |= ϕ] = false.
2. Given the previous state q 0 in D (if it exists), [Dp (q 0 ), [] |= ϕ] = trueSoFar or
[Dp (q 0 ), [] |= ϕ] = notSure.
It suffices to consider the previous state due to the impartiality of the partial semantics.
3.2

Verdict Severity

Later we will divide a set of runs into good and bad. This can be trivially done based
on whether the runs satisfy the given property or not. However, for timing properties
things are not so clear-cut; perhaps small deviations are acceptable, or more likely, the
more problematic violations are grouped with less problematic ones. To handle this
situation we introduce a quantitative extension to our semantics that uses a notion of
severity of violation such that a negative severity means violation and a positive one
means success, with the magnitude indicating the level to which this verdict is reached.
In essence, this gives a metric of by how much some function call was or was not a
falsifying observation. As mentioned later, this can also be used to decide whether a
path is only a borderline satisfaction/violation i.e. whether it could be included in the
paths that generated the opposite verdict.
Given an observation c it is always possible to identify the atom α that is evaluated for c (indeed, our monitoring algorithm makes this explicit). We define the verdict
severity of c with respect to this atom α.
Definition 3. Given an observation c evaluated at atom α, the verdict severity Sev(α, c)
is 1 if the atom is satisfied and -1 otherwise, with the exception of the case where
α = (duration(t) ∈ I) ∈ Aϕ for some finite, bounded I ⊂ R>0 , in which case
Sev(α, c) = inf{|duration(c) − n| : n ∈ I} · X (α, c)
such that X (α, c) = 1 if duration(c) ∈ I, −1 otherwise.
The term X (α, c) allows us to differentiate between satisfaction and violation of the
constraint, and the infimum captures by how much.
As an example, consider again the property
∀q ∈ changes(var) : q(var) = True =⇒ duration(next(q, calls(func))) ∈ [0, 1].
which can only be violated by breaking the duration constraint. If the duration of the
failing transition were 2 then the severity would be -1, whereas if it were 1.3, then the
severity would be -0.3.
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Path Reconstruction

As discussed previously, the first step in generating explanations is to reconstruct the
path through the monitored program that leads to the observation we want to explain
(often the falsifying observation, which we showed how to identify for CFTL in the
previous section). Note that later we may also want to reconstruct paths for satisfying
runs, so this section talks about reconstructing paths for an observation in general.
Given an observation and a symbolic control-flow graph SCFG(P ), we consider
the task of deciding precisely which path was taken through SCFG(P ) to reach the
observation. When the dynamic run given is most-general, this is straightforward, but if
it has been filtered by instrumentation, it is not necessarily possible.
Let SCFG(P ) = hV, E, vs i be the symbolic control-flow graph of P and q be an
observation in a most-general dynamic run D over SCFG(P ). We consider the dynamic
run D0 obtained by removing concrete states that are redundant with respect to a formula ϕ, and what can be done to determine the path taken through SCFG(P ) by D0 .
Given that D0 contains only the concrete states required to check ϕ, it is clear that, for
consecutive concrete states ht, σ, τ i, ht0 , σ 0 , τ 0 i, there may be multiple paths between σ
and σ 0 . This means there may not be enough information in D0 to decide the exact path
taken. We therefore introduce the notion of a branch-aware dynamic run, which is a
dynamic run whose concrete states allow the exact path taken to be reconstructed.
Definition 4. A dynamic run Db is a branch-aware dynamic run if between any two
consecutive concrete states ht, σ, τ i and ht0 , σ 0 , τ 0 i, there is a single path from σ to σ 0 .
Let us denote the set of concrete states added to some D to make it branch-aware
by branching(Db ). If there is no branching in P , possibly branching(Db ) = ∅. The
concrete states in branching(Db ) are considered redundant with respect to ϕ since they
are added after instrumentation allowed removal of states.
The most obvious example of a branch-aware dynamic run is a most-general dynamic run, since all transitions correspond to single edges. However, given that making a dynamic run branch-aware makes additional instrumentation necessary, a mostgeneral dynamic run is not economical.
A dynamic run Db is minimally branch-aware if it is branch-aware and there is no
concrete state which is redundant with respect to ϕ and whose removal would not stop
Db being branch-aware. This definition captures the intuition that a minimally branchaware dynamic run should have additional concrete states placed in strategic places.
4.1

Instrumentation for Branch-Aware Dynamic Runs

To make branching(Db ) minimal we determine the minimal set of symbolic states
SCFG(P ) which will be the symbolic supports of the elements of branching(Db ). We
now present a strategy for determining such a set of symbolic states.
There are multiple structures that result in multiple possible directions for a path
to take. For conditionals the branch taken can be determined if the first vertex on that
branch is known, hence we instrument the first vertex on each branch. Further, it is necessary to instrument the first vertex after the branches have converged, distinguishing
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Algorithm 1 Path reconstruction algorithm given a minimally branch-aware dynamic
run Db and a symbolic control-flow graph SCFG(P ) = hV, E, vs i.
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:

π ← hi
. Initialise an empty path.
branchingIndex ← 0 . Initialise the index of the element of branching(Db ) to be used next.
curr ← vs
while branchingIndex < |branching(Db )| do
if ∃hcurr, σi ∈ outgoing(curr) : σ = support(L(branchingIndex)) then
curr ← the σ from hcurr, σi
branchingIndex += 1
else
curr ← the σ such that there is hcurr, σi ∈ E
π += hcurr, σi

observations from inside and after the body. For loops we instrument the first vertex of
the loop body (to capture the number of iterations) and the post-loop vertex. For trycatch blocks we insert instruments at the beginning of each block but, so far, we have
no efficient way to capture the jump from an arbitrary statement inside the try block to
the catch block. However, it would be possible to use an error trace to determine the
statement at which the exception was thrown, and use this in path reconstruction.
Applying this method for instrumentation to the entire SCFG gives a minimally
branch-aware dynamic run, e.g. one whose path we can reconstruct, using a small and
conservative set of new instrumentation points.
4.2

Computing Reconstructed Paths

In order to finally determine the path taken to reach some observation we step through
the (minimally) branch-aware dynamic run collecting the relevant symbolic states. Algorithm 1 takes a minimally branch-aware dynamic run Db with n concrete states and
a symbolic control-flow graph SCFG(P ), and reconstructs the path taken by Db as a
sequence of edges. It makes use of:
– A labelling L(i) on branching(Db ) giving the ith concrete state with respect to
timestamps and L(0) being the first concrete state.
– A function outgoing(σ) which gives {hσ, σ 0 i ∈ E}.
The intuition is that we follow edges in the symbolic control-flow graph until we arrive
at a symbolic state at which branching occurs. At this point, we use branching(Dp ) to
decide on which direction to take.
4.3

What Matters for Explanation?

If we wanted to replace CFTL with another specification language we would need to
solve the path reconstruction problem separately. The main challenge would be to ensure that enough information is captured in the recorded dynamic run for path reconstruction. This is made easier in CFTL as the semantics is defined in terms of the SCFG.
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Explaining Verdicts with Paths

We now consider the following problem: given a set of dynamic runs (for a CFTL
formula ϕ over a single symbolic control-flow graph SCFG(P )) containing a violating
dynamic run Dv how can we explain what makes this run a bad run?
Our first step is identify the other dynamic runs in our original set that follow the
same edge in SCFG(P ). Let c⊥ be the falsifying observation for Dv and consider
support(c⊥ ), the edge in SCFG(P ) corresponding to c⊥ . To save space, we consider
only the case where c⊥ is the only transition with this symbolic support (ie, it is not inside a loop). Let F = D1 , . . . , Dn be the set of dynamic runs containing an observation
ci such that support(ci ) = support(c⊥ ). To explain the violating run Dv (which must
appear in F), we will take the reconstructed paths up to each observation ci and compare them. Note that for satisfying runs we will only examine the behaviour up until the
corresponding observation.
We use the notion of verdict severity (or if there are no timing constraints, just the
satisfaction relation) to separate these paths. Let C> be the set of pairs hci , Sev(α, ci )i
such that Sev(α, ci ) ≥ 0 for each ci . We define C⊥ similarly, but with Sev(α, ci ) < 0.
Using these sets, we will reconstruct paths up to each observation and associate each
path with the verdict severity to which it leads. The differences between these two sets
will then be used to construct the explanation.
5.1

Reconstructed Paths as Parse Trees

We now consider what all the paths in C> and C⊥ have in common. If there are common
characteristics, we may conclude that such characteristics could affect the verdict. This
requires us to represent reconstructed paths (computed by Algorithm 1) in a concise way
that makes it easy to isolate divergent behaviours. Our solution is to derive a contextfree grammar from the SCFG and use this to parse the paths and then compare the
parse trees. This representation will allow comparison of path characteristics such as
branches taken and number of iterations completed by loops. Our approach is similar to
the standard approach to deriving context free grammars from finite state automata, with
the major difference being that we recognise that there are commonly found structures
in symbolic control-flow graphs, such as conditionals and loops. Such structures are
used to generate grammars that yield parse trees which make it easy to compare path
characteristics.
Figure 1 gives a detailed schema for deriving these grammars. For each component
of a SCFG we give the corresponding generated grammar. The grammar of an entire
SCFG can be constructed by recursively applying this schema. An application of this
is illustrated in Figure 2, which shows a SCFG on the left with a grammar derived on
the right. Non-terminal symbols (symbolic states) are written in bold. The grammar on
the right works by mapping symbolic states in the SCFG to sequences of edges and
other symbolic states. Symbolic states are always non-terminal, so any path generated
by such a grammar is a sequence of edges. The difference between our approach to
deriving a grammar vs the traditional approach is reflected in the right hand side of rule
σ1 . Using this fact that all complete paths through the SCFG must pass through the
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[]σ1
e1
[conditional]σ2
e3
e2
[...]σ3
[...]σ4

[]σ1
e1
[loop]σ2

e2

[...]σ1
[...]σ3

e3

[...]σ5

[...]σ6
e4

e5
[endConditional]σ7

e5
[endLoop]σ5

e1
[...]σ2

e4

[...]σ4

e2

e6
[]σ6

e6
[]σ8

→
→
→
→
..
.
σ5 →
σ6 →
σ7 →
σ1
σ2
σ3
σ4

e1 σ2 σ7
e2 σ3 | e3 σ4
...
...
e4
e5
e6 σ8

σ1 → e1 σ2 σ5
σ2 → e2 σ3 | e3
σ3 → . . .
..
.
σ5 → e6 σ6

σ1 → e1 σ2
σ2 → . . .

Fig. 1. A subset of the full schema for deriving a context free grammar from a SCFG.

edge e7 to exit the loop, we encode loops in grammars by using one rule for the loop
body, and another for the post-loop control-flow.
Once we have constructed these parse trees we want to find commanilities between
them. Figure 3 shows how we can take parse trees from multiple paths and form the
intersection. We define the intersection of two parse trees T (π1 ) and T (π2 ), written
T (π1 ) ∩ T (π2 ), by the parse tree which contains a subtree if and only if that subtree is
found in both T (π1 ) and T (π2 ) at the same path. Intersection is given by the recursive
definition in Figure 4. In this definition, a subtree is a pair hr, {h1 , . . . , hn }i for root r
and child vertices h1 , . . . , hn , and the empty tree is denoted by null. The base case of
recursion is for leaves l and l0 .
We abuse notation and write π1 ∩ π2 for the path obtained by reading the leaves
from left to right from the intersection of the parse trees T (π1 ) and T (π2 ). If such a path
contains symbolic states, we call it a parametric path and call a symbolic state contained
by such a path a path parameter. In particular, the vertex to which this symbolic state
corresponds in the intersection parse tree is given different subtrees by at least two
parse trees in the intersection. The values given to those parameters by each path in
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[]σ0
e1
[x 7→ changed]σ1
e2
e3

[loop]σ2
e6

σ0
σ1
σ2
σ3
σ4
σ5
σ6

e4
[y 7→ changed]σ3

[endLoop]σ4
e7

e5
e8

[a 7→ changed]σ5

→
→
→
→
→
→
→

e1
e2
e3
e4
e7
e8


σ1
σ2 σ4
σ3 | e6
σ2 | e5
σ5
σ6

[f 7→ called]σ6

Fig. 2. A symbolic control-flow graph and its context free grammar.

π1 = e1 e2 e6 e7 e8

π2 = e1 e2 e3 e5 e7 e8

σ0

e2

σ0

σ0
σ1

e1

π1 ∩ π2 = e1 e2 σ2 e7 e8

e1

σ2
e6

σ4
σ5

e7
e8

e3

σ6

e2

σ4

σ2

e2

σ3
e5



σ1

e1

σ1

e8

σ5

e7

σ5

e7

σ4

σ2

e8

σ6

σ6




Fig. 3. The parse trees of two paths, and their intersection.

the intersection can be determined by following the path to the path parameter’s vertex
through each parse tree.

5.2

Representing Paths up to Observations

σ0

σ1
e1
So far we have seen how one can represent
complete paths through symbolic control-flow
σ4
σ2
e2
graphs, however paths up to symbolic states or
σ3
e3
edges that are symbolic supports of observations
σ2
e4
are rarely complete. We choose to represent paths
that are not complete as partially evaluated parse
e3 σ3
trees, that is, parse trees which still have leaves
which are non-terminal symbols. Further, we deFig. 5. A partial parse tree.
note the path up to an observation q by π(q).
As an example, consider the path e1 e2 e3 e4 e3 through the symbolic control-flow
graph in Figure 2. This path is not complete, since it does not end with the edge e8 ,
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(
null if l 6= l0
intersect(l, l ) =
l
otherwise
0


0
0

hr, {. . . intersect(hi , hi ) . . . }i if r = r ∧ n = m
intersect(hr, {h1 , . . . , hn }i,
r
if r = r0 ∧ n 6= m
hr0 , {h01 , . . . , h0m }i) = 

null
if r =
6 r0
Fig. 4. A recursive definition of parse tree intersection.

hence its parse tree with respect to the context free grammar must contain non-terminal
symbols. Figure 5 shows its partial parse tree.
5.3

Producing Explanations

We show how we can use intersections of the paths up to observations ci of pairs
hci , Sev(α, ci )i in our good, C> , and bad, C⊥ , sets to determine whether certain parts
of code may be responsible for violations or not. This intersection is our explanation. In
the case that the path taken is not likely to be responsible, we give an alternative method
that is a sensible approach for our work at the CMS Experiment at CERN.
For each hci , Sev(α, ci )i ∈ C> , we compute π(ci ), the path
T taken by Di to reach
support(ci ). We then form the intersection of the parse trees ci ∈C> T (π(ci )). Any
path parameter in the resulting intersection tells us that this part of the path is unlikely
to contribute to the verdict reached by the observations ci which are not falsifying. We
draw a similar conclusion when we compute the parse trees for ci ∈ C⊥ ; any parts
of the paths that disagree across dynamic runs in which an observation was always
falsifying are unlikely to affect the verdict.
Verdict severity is useful if there are multiple paths π(ci ) which disagree with all
others on a specific path parameter, but which have verdict severity Sev(α, ci ) close to
0, ie, borderline. In these cases, we could move the associated runs to the other set and
redo the analysis e.g. reclassify a run that should not contribute to a particular class.
In the case of disagreement of values of path parameters for the same verdict, we
capture input parameters of the relevant function calls. The space of maps from input
parameters to their values will then give us an indication of whether state, rather than
control flow, contributed to a verdict. For example, all violations may occur when an
input variable is negative. If neither factor shows to affect the verdict, in the cases we
have dealt with so far at the CMS Experiment at CERN, it is reasonable to conclude
that external calls (e.g. network operations) are a contributing factor.

6

Implementation in V Y PR2

We have implemented our explanation technique as an extension of the V Y PR2 framework [11] (http://cern.ch/vypr). The code used to perform the analysis in this section
is found at http://github.com/pyvypr/. The necessary modifications to V Y PR2 included
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12
13
14
15
16
17
18
19

def f(l):
for item in l:
time.sleep(0.1)
@app.route(
’/test/<int:n>/’,
methods=["GET", "POST"]
)
def test(n):
a = 10
if n > 10:
l = []
for i in range(n):
l.append(i**2)
print(’’test’’)
else:
l = []
f(l)
return "..."

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
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"app.routes" : {
"test" : [
Forall(
s = changes(’a’)
).\
Check(
lambda s : (
If(
s(’a’).equals(10)
).then(
s.next_call(’f’).\
duration()._in([0, 1])
)
)
)
]
}

Fig. 6. The program (left) and PyCFTL specification (right) we use to demonstrate our path comparison approach.

1) additional instrumentation, to make the dynamic run derived by V Y PR2 branchaware; 2) changes to the relational verdict schema to allow detailed querying of the
data now being obtained by V Y PR2 during monitoring; and 3) path reconstruction and
comparison tools to allow construction of explanations.
We now demonstrate how our prototype implementation can be used on a representative program to conclude that one branch is more likely to cause violation than
another when an observation generated after the branches converge is checked. Work is
currently underway at the CMS Experiment at CERN to build an analysis library, since
everything in the remainder of this section required custom scripts.
A representative program and PyCFTL specification are given in Figure 6. Since
the current implementation of V Y PR2 works with Python-based web services that are
based on the Flask [1] framework (this being a commonly used framework at the CMS
Experiment), the code in Figure 6 is typical of the code seen in a Flask-based web service. In this case, the result of the function test is returned when the URL test/n/,
where n is a natural number, is accessed.
6.1

Performing an Analysis

Path Reconstruction This step generates sequences of edges in the SCFG of the function being monitored using Algorithm 1. The minimal amount of information is stored
in the verdict database to perform such reconstruction by storing observations and mapping them to the previous branching condition that was satisfied to reach them. This
way, the complexity of the specification has no effect on the efficiency of path reconstruction. The results of this step are not visible to the user.
Path Comparison Our initial implementation of path comparison processes all recorded
dynamic runs, and then focuses on observations generated by the call to f at line 18
in Figure 6. These observations are grouped into two sets; those generating the false
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emptyState
change a

assign

endConditional

conditional

enterConditional

call f

change l

assign

leaveConditional

emptyState
change a

assign

endConditional

conditional

enterConditional

call f

change l

assign

loop

enterLoop

append() ...

endLoop
...

emptyState
assign

change a
enterConditional conditional endConditional
call f

Fig. 7. The intersection (bottom) of the good (top) and bad (middle) path representatives, with
the single path parameter highlighted in bold.

verdict, and those generating trueSoFar. Figure 7 (top) shows the intersection of all
parse trees derived from observations that generated trueSoFar, and Figure 7 (middle)
those that generated false. We call these parse trees representatives.
Finally, in the implementation used for these experiments, Figure 7 (bottom) is the
result of our analysis. It shows the intersection of the representative parse trees from
trueSoFar and false verdicts with the single path parameter highlighted in bold. It is
clear from the path parameter that variation in paths is found at an if-statement, and the
branch taken here may affect the verdict, since the representatives show that good and
bad paths follow single paths.
Our notion of verdict severity would come in useful if there were observations on
the borderline of a verdict that were stopping us from obtaining a single path parameter
value for all paths giving a single verdict. We could redo our analysis, counting the
anomalous observation(s) as contributing to different verdicts.
6.2

Performance

The overhead induced by additional instrumentation for path reconstruction has been
shown to be minimal. When the program in Figure 6 traverses the branch starting at line
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17, the overhead is large (approximately 43%), but we observe, exactly as in [10], that
this is due to Python’s Global Interpreter Lock preventing truly asynchronous monitoring. When the branch starting at line 12 is traversed, the overhead becomes negligible
because time.sleep is called, which is thread-local.
Our implementation of offline path comparison (including path reconstruction, context free grammar construction, parse tree derivation and intersection) has shown to
scale approximately quadratically with the number of paths. Reconstruction and comparison of 400 paths (200 good, 200 bad) took approximately 3.6 seconds, while 1000
paths (500 good, 500 bad) took approximately 16.6 seconds. These measurements were
taken by turning off many of the writes to disk used to store SCFGs and parse trees,
since these are performed by the graphviz [2] library. We observe that it is possible
to use previously computed parts of an intersection since intersection is commutative
and that deriving the parse trees of multiple paths with respect to a context free grammar
is parallelisable, with a possibly small increase in memory usage.

7

Related Work

An alternative approach to explaining violations measures the distance between a violating trace and the language of the specification [22, 3, 19]. Other work considers error
traces and what changes could be made to prune violating extensions [8]. The idea is
that, if a fix can be found that prunes all possible erroneous extensions, the code to
be fixed could be regarded as a fault. This work lies inside the general field of Fault
Localisation [26], where much work has been done, including Spectra-based [25] and
Model-based [21] approaches. Our work differs from the existing work in that we consider faults to be potentially problematic control flow with respect to CFTL formulas.
Reconstructing paths is also not a new idea [4], where some approaches have compared paths [23]. Our work differs in its context free grammar-based comparison, and
the subsequent use to construct explanations of violations of CFTL specifications.
Much work has been done on explanation in the Model Checking community. For
example, finding the closest satisfying traces to the set of counterexamples and describing the differences [14] or localising the parts of an input signal violating the property
[13, 7]. There has also been work quantifying the degree of severity of a violation/satisfaction [12]. Although the setting is different (in RV we deal with concrete runs), there
are similarities with our approach, which will be explored in the future.

8

Conclusion

We introduced a new partial semantics for CFTL that allows isolation of the observation
that causes a CFTL formula to evaluate to false. Following that, we extended the notion of dynamic runs to define branch-aware dynamic runs which allow reconstruction
of the execution path of a program as a path through its symbolic control-flow graph.
Finally, we gave our approach for comparing paths using context free grammars. Implementation of this approach in V Y PR2 allows construction of explanations based on
comparison of the paths taken with respect to verdicts generated.
Our next step is already underway: we are developing analysis tools for V Y PR2,
with services used at the CMS Experiment at CERN serving as use cases.
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